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Digital Signatures and Certificates with Java

1 Background: Digital Signatures and Certificates

As we learned in class, public/private key pairs are useful for creating digital signature that can be created
by only one person, but verified by anyone. The key thing missing from regular public/private key pairs is
the concept of identification. How can we be sure that the public/private key pair that we received really
belongs to Alice? The solution to the problem is a Public Key Infrastructure (PKI) in which each person has
a public key that is digitally signed by a verifying authority known as a certification authority (CA). A CA’s
job is to manage the task of validating identities of individuals or (more often) companies and websites.
The CA issues a digitally signed document (a digital certificate) that contains a public key, an identity
(individual, company, website), some additional metadata, and a digital signature from the CA.

The CA’s signature can be verified using another certificate, this time from another CA or some higher
authority. At some point we stop and assume that somehow the signing key is known or automatically
trusted. Such a terminal certificate is called a certificate root or top level certificate. It is generally self-
signed, meaning that the digital signature on the certificate is verifiable using the public key contained within
the certificate.

In this recitation, we will create a small PKI between Alice and Bob and a CA that authorizes them. The
PKI is depicted in Figure 1.
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Figure 1: Trust hierarchy for Alice and Bob

2 Storing Keys Safely in Java

The task of storing encryption keys and certificates safely is not trivial. A naive approach might be to just
keep the keys and certificates as files in the file system, but given their high value and small size, that is
not a good idea. Modern systems keep key material and certificates in protected storage, often a hardware
storage unit that offers only an API, but no programmatic way to extract key material.
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Java offers a solution for situations where there is no hardware module available - a Java KeyStore. A
KeyStore is a password-protected file that Java uses to store key material and certificates.

The KeyStore is accessible in two primary ways:

1. Programmatically via a Java API and set of classes. The most important class in the API is KeyStore.
Programmatic access is almost exclusively readonly.

2. Via a dedicated command line program called keytool that comes with the Java Development Kit
(JDK). The keytool can generate keys, generate certificate signing requests, and read or modify the
KeyStore contents.

We will use both methods in this recitation. We will follow the common usage pattern in which keys are
generated using keytool and another external library (OpenSSL). We will then use the KeyStore API to
write a Java program that creates digital signatures and verifies them using certificates and keys in the
KeyStore.

3 Creating and Signing Certificates

We are going to use two tools for the recitation today:

1. keytool, a Java tool for managing keystore and creating public/private key pairs. You can find out
more about keytool at https://docs.oracle.com/en/java/javase/24/docs/specs/man/keytool.
html or by using the command line help.

2. openssl, an open source tool for performing many cryptographic related tasks. You can find out
more about openssl at https://www.openssl.org/ or https://en.wikipedia.org/wiki/OpenSSL.
openssl is installed on most Linux distributions and can be installed on Windows fairly easily either
by direct download (see https://wiki.openssl.org/index.php/Binaries) or using the Cygwin em-
ulation environment.

If you are using a Windows computer and don’t have administrative access, you can download openssl
3.5.0 from the following link: https://www.firedaemon.com/download-firedaemon-openssl.

The steps we're going to perform today are summarized in the flow chart shown in Figure 2. The steps show
how we generate the CA, its certificate, and the KeyStores for both Alice and Bob.

4 Step 1: Generating the CA

The first step we will do is generate the certification authority’s files and materials. We first run the following
command using openssl:

openssl req -config opemnssl.cnf -new -x509 -keyout ca-key.pem.txt -out ca-certificate.pem.

txt -days 365

The command uses openssl to generate two files:

1. ca-key.pem.txt : The file that will contain the private key for the CA. You’ll need to give a password
for it since the file is encrypted using it.

2. ca-certificate.pem.txt : The file that will contain the public key certificate for the CA.

Note that you will need an openssl.cnf configuration file to make it work. You can use the sample
configuration file on Moodle or attempt to write your own.
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Figure 2: Generating and loading certificates using keytool and openssl
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4.1 What to do
1. Install openssl if necessary.
2. Create an openssl.cnf configuration file or use the one from Moodle.
3. Make sure the openssl.cnf file is in the same directory as the openssl executable for ease of use.
4

. Use the above command to generate a new CA root certificate.

5 Step 2: Generating KeyStores and Keys for Users

The next step is to have Alice and Bob generate their own key pairs. Since we haven’t made them KeyStores
yet, we’ll make a KeyStore at the same time that we make the key pair. A sample command to create a
keystore for Alice and new public/private key pair for Alice is:

keytool -genkey -alias AliceKey -keyalg RSA -keysize 4096 -keystore AliceKeyStore.pl2

The parameters are as follows:
genkey Requests that the keytool create a new key pair.

alias The alias is the name that the key is known by within the KeyStore. It will be important later when
you want to retrieve keys from the KeyStore.

keyalg The key algorithm to use. We use RSA here. The default is DSA.

keysize The length of the key in bits. If you don’t put a value here, KeyStore will use a default, fairly
secure value.

keystore The name of the KeyStore file to use. If the file doesn’t already exist, keytool will create it.

You must provide a password for the keytool when you make a new KeyStore or try to open or modify an
existing one. You also must provide personal details for Alice to fill in her X.500 name.

Note: The keytool program will by default create a KeyStore with the PKCS12 format and the SUN
cryptographic provider. Those are ok defaults. PKCS12 is a language neutral format for the KeyStore, so
you can access it using other non-Java tools as well. You can find out more about KeyStore formats at https:
//www.pixelstech.net/article/1408345768-Different-types-of-keystore-in-Java----0verview

5.1 What to do
We will generate two KeyStores - one for Alice and one for Bob.
1. Use the above format to create a KeyStore for Alice. Create reasonable values for Alice’s X.500 name.

2. Use the above format to create a KeyStore for Bob. Create reasonable values for Bob’s X.500 name.

6 Step 3: Generating a Certificate Signing Request

Once you have created Alice and Bob’s the KeyStores and the key pair, we will ask the CA to create a
certificate for Alice and a certificate for Bob.

First, Alice needs to give the information that the CA needs to generate her certificate. We do that by
having Alice generate a Certificate Signing Request (CSR). A CSR contains almost all of the required data
for the certificate, including the X.500 name information and the public key. Alice can then safely give the
CSR to the CA to sign for her. The CSR does not contain Alice’s private key.
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Figure 3: Certificate Signing Request sample

When you build a secure website, you will also need to generate a CSR to send to the CA you're going to
work with. The CSR allows the CA to easily sign whatever is necessary, prevents the CA from knowing your
private key, and gives you a secure format for sending the certificate contents to the CA.

The command to generate a CSR is as follows:

keytool -certreq -alias AliceKey -file AliceKey.csr -keystore AliceKeyStore.pl2

You’ll need to enter the password for the KeyStore.

The result from the keytool is a text file that we will use to generate a certificate at the CA. You can open
up the CSR to look at it. A sample output is shown in Figure 3.

6.1 What to do
1. Generate a CSR for Alice called AliceKey.csr.
2. Generate a CSR for Bob called BobKey.csr.
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7 Step 4: Signing the Certificate

Once we have the CSR from Alice, we can have the CA sign the certificate for her. In real systems, you
would likely send the CSR to your CA via digital upload, email, or some other form of communication.

We will use openssl to do the certificate signing and creation. The command to do the certificate signing is:

openssl x509 -req -CA ca-certificate.pem.txt -CAkey ca-key.pem.txt -in AliceKey.csr -out

AliceKey.cer -days 365 -CAcreateserial

The parameters are as follows:

x509 Requests to generate the certificate in X.509 format

req Flag for using CSRs

CA Uses a certification authority. The file for it follows.

CAkey Uses the certification authority certificate that follows.

in The CSR to read in

out Where to write the output certificate

days The validity period of the certificate. In this case, it’s valid for 365 days.

CAcreateserial Creates the serial number file for the CA. It will create a .srl file in your directory. After
you have done this one time, use the -CAserial option flag to keep using the existing serial number file
(it’s incremented each time you use it).

7.1 What to do
1. Generate a certificate for Alice using her CSR

2. Generate a certificate for Bob using his CSR. Remember to use the -CAserial option when creating for
Bob so the serial numbers don’t overlap.

8 Step 5: Importing Certificates

Once we have generated the certificates for Alice, Bob, and the CA, we can import them into the KeyStores
for future use. We’ll first import the CA’s root certificate into the KeyStore using the following command:

keytool -import -keystore AliceKeyStore.pl2 -file ca-certificate.pem.txt -alias CARoot

The above imports the CA’s certificate into Alice’s keystore and gives it the alias CARoot. We’ll use the
following command to then import Alice’s certificate into her keystore:

keytool -import -keystore AliceKeyStore.pl2 -file AliceKey.cer -alias Alice

8.1 What to do
1. Import the CA’s certificate, Alice’s certificate, and Bob’s certificate into Alice’s KeyStore.
2. Import the CA’s certificate, Alice’s certificate, and Bob’s certificate into Bob’s KeyStore.

You can check out what’s in the KeyStore at this point using the keytool -1list -keystore AliceKeyStore.pl2
command. You should see four items in Alice’s KeyStore: her private key, her certificate, the CA’s certificate,
and Bob’s certificate. Bob should see something similar.
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Figure 4: Certificates and Signing Tool

9 Using KeyStores for Signing and Verifying

Now that we have the certificates and keys ready, we will create the tool shown in Figure 4. The tool has

the following areas:

KeyStore Management Enter the KeyStore file’s path and password here.

KeyStore Contents Shows all of the aliases in the KeyStore and details on them on the right side when

selected.

Digitally Signing Files Signs the file using the selected private key in the top Combobox in the middle
column (where it says “alicekey” in the GUI screen shot).

Digitally Verifying Signatures Verifies the correctness of a digital signature using the certificate selected
in the top right side Combobox (where it says “alice” in the GUI screen shot).
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9.1 KeyStore Management Area

The key store management area has the following elements:

Key Store Name The path to the KeyStore. Use the “...” button to select the path using the file explorer.
Password The password for the KeyStore.

Open and Load Checks that the KeyStore exists and loads it. Once the KeyStore is opened, all of its
aliases are shown in the ListView in the KeyStore Contents area.

9.2 KeyStore Contents Area

The KeyStore contents area has the following elements:
ListView The list of aliases of entries in the KeyStore
Entry Type The type of entry that the alias reflects.
Entry Attributes The attributes of the entry.

9.3 Digitally Signing Files
The digital signing files has the following elements:

“

Sign File The file to sign. You can select the file using the “...” button below.
Private Key The alias of the private key to use for the digital signature.

Signing Algorithm The algorithm to use for creating the digital signature. Keep in mind that if you made
a DSA key pair you must use one of the DSA digital signatures. If you made an RSA key pair, you
must use one of the RSA digital signatures.

Compute Signature Signs the file and outputs the signature to the TextArea on the right in Base64
encoding.

Signature The generated signature in Base64 encoding.

9.4 What to do

Start with the empty GUI and classes given in the “empty” project and fill in the following functionality:
1. Loading the KeyStore and its contents using the KeyStore and Certificate classes.

e You’'ll need to use KeyStore.ProtectionParameter and KeyStore.PasswordProtection to open
the KeyStore since it’s password protected.

e Look at https://docs.oracle.com/en/java/javase/25/docs/api/java.base/java/security/
KeyStore.html for method explanation and code examples

e Put all of the entries in the KeyStore Contents area of the tool. There are two important entry
types: PrivateKeyEntry (for private keys) and X.509 (for certificates)

e Put the aliases of the PrivateKeyEntry entries in the top Combobox of the Digitally Signing
Files area (where it shows alicekey in Figure 4).

e Put the aliases of the X.509 entries in the top Combobox of the Digitally Verifying Signatures
area (where it shows alice in Figure 4).

2. Implement file signing using the Compute Signature button.
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e You'll need to use the private key from the KeyStore (use KeyStore.PrivateKeyEntry and
Signature classes) to sign the file.

e Output the digital signature in the Signature TextArea in hexadecimal format.
3. Implement signature verification using the Verify button.

e You'll need to use the certificate (use Certificate and Signature classes) from the KeyStore
and extract the public key from it (use PublicKey class).

e Write Valid in the bottom right TextField if the signature is ok. Write Invalid otherwise.

9.5 Experiments

Once you have the tool working, perform the following experiments:

9.5.1 Experiment 1: Signing and verifying a file with one KeyStore
1. Load the AliceKeyStore file with its password in the tool.

2. Look through the KeyStore contents part of the tool. What PrivateKeyEntries do you see? What
X.509 entries do you see?

Select a file to digitally sign.
Sign the file with SHA256withRSA using alicekey.

Sign the file again. Does the signature change?

S A o

Copy the signature value to the Signature TextArea in the verification area. Copy the file name to
verification area.

=

Select alice as the certificate. Verify the signature. Does it work? Why?
8. Select bob as the certificate. Verify the signature. Does it work? Why?

9. Select caroot as the certificate. Verify the signature. Does it work? Why?

9.5.2 Experiment 2: Signing and verifying a file with different KeyStores

If you still have the setup from the previous experiment loaded, you may skip steps 1-3 and start from step
4. Otherwise, start at the beginning.

1. Load the AliceKeyStore file with its password in the tool.
2. Select a file to digitally sign.

3. Sign the file with SHA256withRSA using alicekey.

4. Load the BobKeyStore file with its password in the tool.
5

. Copy the signature value to the Signature TextArea in the verification area. Copy the file name to
verification area.

6. Select alice as the certificate. Verify the signature. Does it work? Why?
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10 Sample openssl.cnf for Windows

#

# SSLeay example properties file.

# This is mostly being used for generation of certificate requests.
#

RANDFILE = .rnd

#H S
[ cal
default_ca = CA_default # The default ca section

HHHHHHHH RS H R R H RS R R R R R R R RS
[ CA_default ]

dir = C:\\openssl\\\bin\\demoCA # Where everything is kept

certs = $dir\\certs # Where the issued certs are kept
crl_dir = $dir\\crl # Where the issued crl are kept
database = $dir\\index.txt # database index file.
new_certs_dir = $dir\\newcerts # default place for new certs.

certificate = $dir\\cacert.pem # The CA certificate

serial = $dir\\serial # The current serial number
crl = $dir\\crl.pem # The current CRL
private_key = $dir\\private\\cakey.pem # The private key

RANDFILE = $dir\\private\\private.rnd # private random number file

x509_extensions = x509v3_extensions # The extensions to add to the cert
default_days = 365 # how long to certify for
default_crl_days = 30 # how long before next CRL
default_md = sha256 # which md to use.

preserve = no # keep passed DN ordering

# A few difference way of specifying how similar the request should look
# For type CA, the listed attributes must be the same, and the optional
# and supplied fields are just that :-)

policy = policy_match

# For the CA policy
[ policy_match ]

countryName = match
state0OrProvinceName = match
organizationName = match
organizationalUnitName = optional
commonName = supplied
emailAddress = optional

# For the ’anything’ policy

# At this point in time, you must list all acceptable ’object’
# types.

[ policy_anything ]

(© Michael J. May
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countryName = optional
stateOrProvinceName = optional
localityName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied
emailAddress = optional

HERHHHHHH R R R R R R

[ req ]

default_bits = 4096

default_keyfile = privkey.pem
distinguished_name = req_distinguished_name
attributes = req_attributes

[ req_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_min =2

countryName_max =2

stateOrProvinceName = State or Province Name (full name)
localityName = Locality Name (eg, city)
0.organizationName = Organization Name (eg, company)
organizationalUnitName = Organizational Unit Name (eg, section)
commonName = Common Name (eg, your website’s domain name)
commonName_max = 64

emailAddress = Email Address

emailAddress_max = 40

[ req_attributes ]

challengePassword = A challenge password
challengePassword_min =4
challengePassword_max =20

[ x509v3_extensions ]

11 Sample openssl.cnf for Linux

#

# SSLeay example properties file.

# This is mostly being used for generation of certificate requests.
#

RANDFILE = .rnd

B L s s s
[ cal

default_ca = CA_default # The default ca section

#H#HH#HH SRR B RS S RS R R R R R R T
[ CA_default ]

(© Michael J. May
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dir = ~/demoCA # Where everything is kept

certs = $dir/certs # Where the issued certs are kept
crl_dir = $dir/crl # Where the issued crl are kept
database = $dir/index.txt # database index file.

new_certs_dir = $dir/newcerts # default place for new certs.

certificate = $dir/cacert.pem # The CA certificate

serial = $dir/serial # The current serial number

crl = $dir/crl.pem # The current CRL

private_key = $dir/private/cakey.pem # The private key

RANDFILE = $dir/private/private.rnd # private random number file
x509_extensions = x509v3_extensions # The extensions to add to the cert
default_days = 365 # how long to certify for
default_crl_days = 30 # how long before next CRL
default_md = sha256 # which md to use.

preserve = no # keep passed DN ordering

# A few difference way of specifying how similar the request should look
# For type CA, the listed attributes must be the same, and the optional
# and supplied fields are just that :-)

policy = policy_match

# For the CA policy
[ policy_match ]

countryName = match
stateOrProvinceName = match
organizationName = match
organizationalUnitName = optional
commonName = supplied
emailAddress = optional

# For the ’anything’ policy
# At this point in time, you must list all acceptable ’object’

# types.

[ policy_anything ]

countryName = optional
stateOrProvinceName = optional
localityName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied
emailAddress = optional

HEHHHR R R R R R R R

[ req ]
default_bits = 4096
default_keyfile = privkey.pem

distinguished_name = req_distinguished_name
attributes req_attributes
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[ req_distinguished_name
countryName =
countryName_min =
countryName_max =

stateOrProvinceName =
localityName =
0.organizationName =
organizationalUnitName =
commonName =
commonName_max =

emailAddress =
emailAddress_max =

[ req_attributes ]
challengePassword =
challengePassword_min =

challengePassword_max =

[ x509v3_extensions ]

(© Michael J. May

]
Country Name (2 letter code)
2
2

State or Province Name (full name)

Locality Name (eg, city)

Organization Name (eg, company)
Organizational Unit Name (eg, section)
Common Name (eg, your website’s domain name)
64

Email Address
40

A challenge password
4
20
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