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Topics for Today

• Password storage

• Password alternatives
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How does the system store them?

• Is the password file readable by the OS?
– Then if I break the OS…

• Can privileged users see the file?
– … and make copies

• Is the file backed up somewhere
– … insecure?

• Is the file/password in plaintext somewhere in memory?
– Core dump or memory scan (Windows)

• Fool the user
– A program that masquerades as the authentication program

• Similar problems for database Username / Password 
tables



Counter-hacks

Control-Alt-Del for 
logging in

• Establishes a "trusted path" 
in hardware

• Prevents trojan horses from 
intercepting passwords

Slow down / restrict 
number of tries

• Make guessing take too 
long

• e.g. 3 tries and you're 
blocked for 30 seconds

Encrypt the password file and hash the passwords

• System admin doesn’t know the password!

• Use one way hashes or encryptions on the passwords

• “Salt" - to prevent duplicate passwords showing as duplicate 
codes
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Add Salt  
• “Salt” the passwords by adding random bits.

– Decreases the likelihood that two identical passwords will appear 
as identical entries in the password file.

• 12 bit salt results in 4,096 versions of each password.

• Unix:  /etc/passwd entry:

• Modern implementations of Unix/Linux use so-called 
shadow password files /etc/shadow that aren’t world 
readable.

• Most use longer salts now too (48 bits to 128 bits)

user_id saltu Hash(saltu + passwdu) …



Registration Login
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Using Salt



Password File Hardening
• What if an attacker steals the password file (or database 

table)?
– Simple hashes of passwords can be attacked using Rainbow Tables 

(precomputed hash chains)

• Harden the password file: Make the password + salt → code 
calculation hard:
– Old: Encrypt with DES using password and salt 25 times

– Newer: 5,000 rounds of SHA-2 on the password and salt
• Minimum 1,000 rounds

• More rounds and large salt make Rainbow Tables unfeasible

• Also make guessing attacks longer

• Read more: crypt(), PBKDF2, John the Ripper 
(https://www.openwall.com/john/)
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NYTimes Breach Lessons
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https://stackdiary.com/the-new-york-times-

source-code-leaked-by-a-4chan-user/



Dropbox too https://sign.dropbox.com/blog/a-recent-security-incident-involving-dropbox-sign
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Also a Bank https://thecyberexpress.com/alleged-ecb-data-breach-claimed-by-intelbroker/
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Password Reuse
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Password Reuse: Problem

2011 Study:

• 49% of users on one site reused 
the password on a different site

• Makes it worse if the site uses 
email address as login

• Bad if you use the same user 
name on multiple sites

2015 Study (Harris 
Interactive)

• 59% of consumers reuse 
passwords

2017 Survey (Digital 
Guardian):

• 60% of consumers reuse 
passwords
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Password Reuse: Problem

• Recent(ish) news:
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2 April 2014:

• Ars Technica reports 
158,000 passwords from 
Boxee.tv (Israeli startup) 
published

15 June 2015:

• LastPass password vault 
website hacked, password 
hints, salts, and 
authentication hashes 
stolen.

7 Jan 2023:

• Israeli researcher reports 
leak of 235m email 
addresses linked to 
Twitter accounts



From the past year or so
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From the past year or so
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Password Reuse Solutions
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Don’t use the 
same login or 
passwords for 

multiple websites

Single Sign On 
systems (OAuth, 

Kerberos)

Host proof password 
management tools



Passwordless Future
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Facebook Too

20 May 2026 SE 448: Information and Cyber Security 18



Microsoft Too
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So Far

• Password storage

• Password alternatives
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Graphical Passwords Biometrics

20 May 2026 SE 448: Information and Cyber Security 21

Password Alternatives

• Finger/Hand print

• Iris

• Cadence (typing, walking)

• Voice print

• Face

• Challenges:
– Collection/Enrollment

– Theft

– Ambiguity/Uniqueness

– Accuracy of reader



Biometrics: Fingerprints
• Relatively cheap ($10 for a 

simple)

• Can match quickly (2s)

• Data is small (<1KB), so 
database is small

• Less affected by 
vandalism/dirt

• Can detect fakes/late
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Issues:

• Caucasians have best 
defined prints

• Women have finer prints

• Manual workers, elderly 
have less defined prints

• Building trusted path to 
reader

Reference: Coventry “Fingerprint Authentication”. (2004) 



Other Biometrics
Voice print: Speak a fixed 
statement prerecorded

• Issues:
– High quality recordings of 

voice

– Problems with voice – cold, 
cough, etc.

Retinal scans: Picture of 
back of eye

• Very high quality 

• Issues:
– Physical proximity

– Relatively long scan time 
(15s)

Iris scans: Scans iris pattern 
into a barcode

• Similar to retinal scan, but 
not as accurate

Facial recognition: Measure 
facial geometry

• Medium quality 
authentication

• Issues:
– Masks, hats, bandages on 

face, facial hair

– Reference: Alexander and 
Smith. “Engineering Privacy 
in Public: Confounding Face 
Recognition”. 2003
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AI complicates voice
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AI complicates facial recognition
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https://spectrum.ieee.org/facial-recognition



Conclusion

• Password storage

• Password alternatives
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