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Topics for Today

* Application Level Multicasting
* Epidemic Algorithms
« Cyber analysis: C&C

- CIA Triad
- Red Team and Blue Team

Source: TvS 5.1-54
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Application-Level Multicasting

Essence: Organize nodes of a distributed system into an overlay network
and use that network to disseminate data.

Discern: Logical neighbors and physical neighbors
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ALM: Some costs

End host
Router
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Overlay network

Link stress: How often does an ALM message cross the same

physical link? Example: message from A to D needs to cross

(Ra, Rb) twice.

« Stretch: Ratio in delay between ALM-level path and network-level
path. Example: messages B to C follow path of length 71 at ALM, but
47 at network level - stretch = 71/47.
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Link Stress

A B 4/4=1

A C 11/7=1.57
A D 8/6=1.33
B C 8/6=1.33
B D 5/5="

C D 3/3=1

Ao 1205
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Stretch

Source —Dost _Sisch

A B 9/9=1
A C 80/52=1.53
A D 73/49=1.48
B C 71/47=1.51
B D 64/42=1.52
C D 7/7=1

hsge 135
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Implementing Multicast

Example 1: A multicast dissemination tree

Example 2: Based on a Distributed Hash Table (Chord) peer-to-peer
system:

Initiator generates a multicast identifier mid.

Lookup succ(mid), the node responsible for mid.

Request is routed to succ(mid), which will become the root.
If P wants to join, it sends a join request to the root.

When request arrives at Q:

- @ has not seen a join request before = it becomes forwarder;
P becomes child of Q. Join request continues to be forwarded.

- @ knows about tree =» P becomes child of Q. No need to forward join
request anymore.

ok~
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Chord Multicast Example
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Chord Multicast Example
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Chord Multicast Example
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Chord Multicast Example
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Chord Multicast Example
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Chord Multicast Example
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Chord Multicast Example
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So Far

* Application Level Multicasting
* Epidemic Algorithms
« Cyber analysis: C&C

- CIA Triad
- Red Team and Blue Team
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Epidemic Algorithms

General
background

Update
models

Removing
objects
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Principles

Basic idea:

Assume there are no write-write conflicts:
» Update operations are initially performed at one or only a few replicas
» A replica passes its updated state to a limited number of neighbors

« Update propagation is lazy, i.e., not immediate

« Eventually, each update should reach every replica

Two forms of epidemics

Anti-entropy: Each replica regularly chooses another replica at random,
and exchanges state differences, leading to identical states at both
afterwards.

Gossiping: A replica which has just been updated (i.e., has been
contaminated), tells a number of other replicas about its update
(contaminating them as well).
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Anti-Entropy EArD

Principle Operations:

* A node P selects another node Q from the system at
random.

* Push: P only sends its updates to Q
* Pull: P only retrieves updates from Q

« Push-Pull: P and Q exchange mutual updates (after which
they hold the same information).

Observation:

For push-pull it takes 0(log(N)) rounds to disseminate
updates to all N nodes (round = when every node as
taken the initiative to start an exchange).
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Anti-Entropy: Staying Ignorant

A single source is propagating its update. p; is the
probability that a node has not received the update after
the it" round.

With pull, p;.; = (p;)?: the node was not updated during
the it" round and should contact another ignorant node
during the next round

1)N(1_pi)

With push, pis = pi (1

and large N): the node was ignorant during the it"* round
and no updated node chooses to
contact it during the next round.

~ p;e~ 1 (for small p;

With push-pull:(p;)%x(p;e™1)
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Anti-Entropy: Staying Ignorant
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Anti-Entropy (Initial)

10.0.0.1 11.11.0.11
Oh Oh
File Version File Version
File1.txt 1 File1.txt 1
File2.docx 2
File3.pdf 2 12.12.0.12 File3.pdf 4
File4.pdf 3 J!’ File5.pdf 1
File Version
File2.docx 1
File3.pdf 2
File5.pdf 2
21
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Anti-Entropy (Round 1)

10.0.0.1 11.11.0.11
2 > [dh
File Version File Version
File1.txt 1 File1.txt 1
File2.docx 2 File2.docx 2
File3.pdf 4 12.12.0.12 File3.pdf 4
File4.pdf 3 J!’ File4.pdf 3
FileS.pdf 1 File5.pdf 1
File Version
File2.docx 1
File3.pdf 2
File5.pdf 2
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Anti-Entropy (Round 1)
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Anti-Entropy (Round 1)
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Gossiping

Basic model:

A server S having an update to report, contacts other
servers. If a server is contacted to which the update has
already propagated, S stops contacting other servers with
probability pg;,,

Observation:

If s is the fraction of ignorant servers (i.e., which are
unaware of the update), it can be shown that with many
servers

—<p1 +1>(1—s)
s=e¢ stop
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Gossiping

0.20 N=10,000 Nodes
1 Pstop S N
0.15 Dstop Uninformed | Uninformed
ratio Total

s 0.10 1 1 0.203188 2032
005 2 0.50 0.059520 595
3 0.33 0.019827 198
0.00 . | | | 4 0.25 0.006977 70
0.0 0.2 0.4 pt0-6 0.8 1.015 0.20 0.002516 25
i 6 0.16 0.000918 9
7 0.14 0.000336 3

Note: If we really have to ensure that all servers are
eventually updated, gossiping alone is not enough
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Deleting Values

Fundamental problem: We cannot remove an old
value from a server and expect the removal to
propagate. Instead, mere removal will be undone
In due time using epidemic algorithms

Solution: Removal has to be registered as a special
update by inserting a death certificate

Il RIP

File1.txt
IS deleted

\/—
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Deleting Values

Next problem: When to remove a death certificate (it is not

allowed to stay for ever):

- Run a global algorithm to detect whether the removal is known
everywhere, and then collect the death certificates (looks like

garbage collection)

- Assume death certificates propagate in finite time, and associate a
maximum lifetime for a certificate (can be done at risk of not

reaching all servers)

Note: it is necessary that a removal actually reaches all

servers. e B = YT =
r/\7 DN
1 RIP
Question: What’s the scalability problem File1.txt
here? i |
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Example Applications

Typical applications:

- Data dissemination: Perhaps the most important one.
Note that there are many variants of dissemination.

- Aggregation: Let every node i maintain a variable x..

When two nodes gossip, they each reset their variable to
xi+xj

i Xi,Xj «

« Result: in the end each node will have computed the
average
Xi

N

l

X =

Question: What happens if initially x; =1 and x; = 0, j # i?
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So Far

* Application Level Multicasting
« Epidemic Algorithms
« Cyber analysis: C&C

- CIA Triad
- Red Team and Blue Team
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What is cyber security?

Computer security

« Secure the computers
in an organization

Information
security
« Keep organizational

information from being
read, changed, stolen

Governance

* Ensure business goals
and cyber security
practices align

« Compliance and legal
requirements

Process security

» Business processes
and human resource
processes

* Ensure critical
processes can continue
to exist even under
attack

Incident detection
& response

» Detect attacks and
interruptions

« Respond during
incident

» Learn and improve

Risk management

» Analyze resources and
threats of their failing or
being attacked

« What bad outcomes
may result if threat
occurs
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Process security

Image source and ©:
https://www.cimcor.com/blog/cybersecurity-lifecycle
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Tools and Techniques

DISASTER RECOVERY
PLAN (DRP)

Importance of

Cybersecurity | 3435
Tools and

Techniques

Image source and ©: https://icssindia.in/blog/importance-of-cybersecurity-tools-and-techniques/
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Technical tools

PASSWORD |

"CRACKER |

S -Emm
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PHISHING PRIVAC
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\' INTRUSION L\

i ‘ " DETECTION |

Image source and ©:https://www.sandipuniversity.edu.in/blog/answers-to-frequently-asked-questions-about-cyber-security-course/
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Governments care about this
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https://www.gov.il/he/departments/israel national _cyber_directorate/govil-landing-page
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Governments care about this

EE An official website of the United States government Here's how you know v

FREE CYBER SERVICES ELECTION THREAT UPDATES #PROTECT2024 SECURE OUR WORLD % SHIELDS UP

America’s Cyber Defense Agency seatch

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

https://www.cisa.gov/
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CIA Triad

Core principles of
cyber security for
data

Goals are trade offs

» Defending one may affect
the other

* E.g. Encrypt everything,
but then availability
suffers (it's slower)

Confidentiality

Image source: https://www.nccoe.nist.gov/publication/1800-26/_images/image1.png
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Tradeoffs

Jules Meulemans (GFDL or GFDL), via Wikimedia Commons NTSB, Public domain, via Wikimedia Commons
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https://commons.wikimedia.org/wiki/File:Fdr_sidefront.jpg

Confidentiality

Only authorized
users can see
data

Prevent others
from reading

Control access
to systems

 Example:

Equifax 2017 data heist

Web site let attackers into a credit
bureau’s data systems

Stole personal information on 163
million people
Unpatched Apache Struts

Implementation let hackers steal
credentials

Chinese army accused

Read more:

* https://en.wikipedia.org/wiki/2017_Equi
fax_data_breach

25 Nov 2026
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Integrity

 Example:

Data is accurate - Bangladesh 2016 bank theft

- Attackers injected false SWIFT
money transfer orders into the NY
Federal Reserve Bank

Data is - $951 million attempted stolen
complete - $851 million flagged and not sent
« $101 million transferred out, some
recovered
_ - Messages looked real
Datalls chanlged _ Read more:
on y peop e * https://en.wikipedia.org/wiki/Bangladesh_Bank_r
authorized obbery
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Avallability

Users can
access the
system and data
when they need

Connections
work

Communication
arrives and is
responded to in
a timely manner

 Example:

Dyn DNS 2016 attack

Traffic from devices infected with
Mirai malware

Flooded Dyn with traffic, making
it not respond for 1 day

Prevented access to US internet
services

Read more:

* https://en.wikipedia.org/wiki/DDoS _a
ttacks_on_Dyn
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Red Team vs Blue Team

« EXxercises in cyber security use two competing teams
* Finding security flaws as a sport

25 Nov 2026 SE 424: Distributed Systems
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Red Team

Look for Act like an attacker
weaknesses or adversary
Rules of
engagement

Perform attacks,

but carefully * Ethics

 Documentation
* Reproducibility
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Red Team

¢ M Ore th IS Photo by Katja Ano on Unsplash
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Red Team

 Not this

Photo by Dave Hoefler on Unsplash

Pt
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Blue Team

Defend against

Look at attack
reports, find

attackers 00t CaALSE
Fix the root Prepare
defense report
cause and and get read
weaknesses 9 y

for next round
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Red vs Blue in Mulligan

/Assignment\ /Red Team h (Assignment\ (Red Team A /Assignment\
1 1 2 2 3
* Build basics * Attack on » Fix Red 1 * Attack on » Fix Red 2
CIA triad  Build CIA triad « Build
clusters consensus
- AN AN AN AN /
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Sample Attacks in Mulligan

Red Team

Sniff passwords
and credentials

Change
messages
between sender
and receiver

Inject fake or
duplicate
transactions

Blue Team

Encrypt traffic
using TLS

Add MAC fields
using HMAC

Digitally sign
transactions
and use serial
numbers

25 Nov 2026 SE 424: Distributed Systems
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Best Practices

Red Team Blue Team

- Find the root
Document every Provide
attack using an evidence of Read attack cause of every

reports carefully

successful

attack report compromise attack
: Document
Give exact
Try your best to : changes and
commands or break in Implement fixes updates in a

scripts used

response report
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Conclusion

* Application Level Multicasting
* Epidemic Algorithms
« Cyber analysis: C&C

- CIA Triad
- Red Team and Blue Team
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