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INTo NVopPn ARP

Mo. Time Source Destination Protocol Length Info
12896 272.707828000 QuantaCo_ Broadcast ARP 60 who has 10.0.0.57 Tell 0.0.0.0
12916 273.706199000 QuantaCo_ Broadcast ARP 60 Gratuitous ARP for 10.0.0.5 (Request)

12956 277.144084000 QuantaCo_ Broadcast 60 who has 10.0.0.37 Tell 10.0.0.5

12958 277.144101000 Dell_ QuantaCo_ ARP 4210.0.0.3 1is at 44:

4 | i

= Frame 12956: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
= Ethernet II, Src: QuantaCo_ (60: ), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
= Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

sender MAC address: QuantaCo_ (60: )

sender IP address: 10.0.0.5 (10.0.0.5)

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 10.0.0.3 (10.0.0.3)
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: M2IND N2 HPIvng ARP

Tow IP-n N2IND NN W INRINYNID OX P72 : (Gratuitous) 9n»n ARP e

Frame 2213: 90 bytes on wire (720 bits), 9@ bytes captured (728 bits)
Radiotap Header vB, Length 24

802.11 radio information

TEEE 862.11 QoS Data, Flags: ....... TC

Logical-Link Control

LR Y e " Y

Address Resolution Protocol (ARP Announcement)
Hardware type: Ethernet (1)
Protocol type: IPv4 (©x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
[Is gratuitous: True]
[Is announcement: True]
Sender MAC address: Intel dl:b6:4f (88:13:82:d1:b6:4f) —
Sender IP address: 192.168.1.189
Target MAC address: 99:00:00 02:90:90 (09:90:90:00:00:00) 11 :
Target IF address: 192.168.1.189

= L) \Who has 10.0.0.5?
Tell 10.0.0.5 =

Image source: Font Awesome by Dave Gandy - https://fortawesome.github.com/Font-Awesome

[CC BY-SA 3.0 (https://creativecommons.org/licenses/by-sa/3.0)], via Wikimedia Commons
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(DHCP) »X»7 NINND NNXN IPIVIND

Dynamic Host Configuration Protocol
MINT IR [P 7M2IND 5apd ©avNNI QUKD : 1IVN
JANN YNRD e
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DHCP Offer »y myTin> 0200 0XN W
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DHCP mTv

Client sets

. — 0, Relays

use

Client IP (if it has)

Category: Hardware || Hardware
1=Request || type address length
2=Reply (Ethernet=6)
MPINY NN NIV _ /
ﬂWP:lﬂ NN b’nﬂﬂ \ Operation HType L HLen Hops —
Secs Flags
ciaddr —]
Your IP (Client) — = ‘f’?ﬂjjf
giaddr

Client HW address —

chaddr (16 bytes)

sname (64 bytes)

Relay IP

DINND) DYMYN DMIAT file (128 bytes) I
oy YN, NONRUN I NS | options
(NMNN
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nINT> NVopn DHCP

MNo. Time Source Destination Protocol Length Info
34.357459000 10.0.0.12 10.0.0.138 DHCP 342 DHCP Release - Transaction ID Oxb6lcd97f
4 7.490334000 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID 0x7983fd04
5 7.506559000 10.0.0.138 10.0.0.12 DHCP 316 DHCP offer - Transaction ID 0x7983fd04
6 7.506973000 0.0.0.0 255.255.255.255 DHCP 344 DHCP Request - Transaction ID 0x7983fd04
7 7.532959000 10.0.0.138 10.0.0.12 DHCP 316 DHCP ACK - Transaction ID 0x7983fd04

< I

= User Datagram Protocol, Src Port: 67 (67), Dst Port: 68 (68)
= Bootstrap Protocol (Offer)
Message type: Boot Reply (2)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O
Transaction ID: 0x7983fd04
Seconds elapsed: 0
= Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 10.0.0.12 (10.0.0.12)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Dell_ (44: )
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
= Option: (53) DHCP Message Type (Offer)
= Option: (54) DHCP Server Identifier
= 0ption: (51) IP Address Lease Time
Length: 4
IP Address Lease Time: (3600s) 1 hour
= 0ption: (1) Subnet Mask
Length: 4
subnet Mask: 255.255.255.0 (255.255.255.0)
= 0ption: (3) Router
Length: 4
Router: 10.0.0.138 (10.0.0.138)
= Option: (6) Domain Name Server
Length: 4
Domain Name Server: 10.0.0.138 (10.0.0.138)
= Option: (255) End
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Domain Name System onnmn nmnwd noayn

IP 7121155 91910 O%PpY MNY MN9N0 NIIYN
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DNS mnwvy

(Resource Records) oy anwmn miniva Sy 9nya 022wNn 00N

D*p*3nn DNS »nvw y1nn on

Type of | Associated Description

record entity

SOA Zone Holds information on the represented zone

A Host Contains an IP address of the host this node represents

MX Domain Refers to a mail server to handle mail addressed to this node
SRV Domain Refers to a server handling a specific service

NS Zone Refers to a name server that implements the represented zone
CNAME | Node Symbolic link with the primary name of the represented node
PTR Host Contains the canonical name of a host

HINFO Host Holds information on the host this node represents

TXT Any kind Contains any entity-specific information considered useful

7 July 2026
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cs.vu.nl. 9N 72y DNS-n 0)mn 7010 7NN

Name Record Type Record Value
cs.vu.nl.  SOA primary name server = star.cs.vu.nl
responsible mail addr = hostmaster.cs.vu.nl
serial =2022112500
refresh = 7200 (2 hours)
retry = 3600 (1 hour)
expire = 2419200 (28 days)
default TTL = 7200 (2 hours)
cs.vu.nl  TXT "v=spf1 redirect=vu.nl"
cs.vu.nl  TXT "google-site-verification=Hgkj69rep? FHZsXaTO008Jx06e9XUpK1aeNgPKUo7I"
cs.vu.nl NS ns1.labs.vu.nl
cs.vu.nl NS ns(0.labs.vu.nl
cs.vu.nl NS ns2.labs.vu.nl
cs.vu.nl NS new-ns1.vu.nl
cs.vu.nl NS new-ns2.vu.nl

7 July 2026
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cs.vu.nl. MmN N2y DNS-n 0onmn 701 inn

Name Record Record Value

Type
nsO.labs.vu.nl A 192.31.231.42
ns1.labs.vu.nl A 130.37.192.252
ns2.labs.vu.nl A 130.37.192.254
new-ns1.vu.nl A 130.37.164.20
new-ns2.vu.nl A 130.37.164.22
nsO.labs.vu.nl  AAAA 2001:610:110:6€0::2a
ns1.labs.vu.nl AAAA 2001:610:110:6€0::1:0
ns2.labs.vu.nl AAAA 2001:610:110:6€0::1:2
cs.vu.nl MX 0 cs-vu-nl-mail.protection.outlook.com
star.cs.vu.nl A 192.31.231.42
zephyr.cs.vu.nl HINFO “CPU = Sun OS = Unix”
ftp.cs.vu.nl CNAME soling.cs.vu.nl

7 July 2026
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ftp://ftp.cs.vu.nl/

cs.vu.nl. MmN N2y DNS-n 0onmn 701 inn

Name Record Record Value
Type

WWW.CS.vu.nl CNAME papac022.vu.nl

papacO2.vu.nl A 130.37.164.171

inkt.cs.vu.nl A 192.168.4.3

inkt.cs.vu.nl HINFO “CPU = OCE OS = Proprietary”
pen.cs.vu.nl HINFO “CPU = OCE OS = Proprietary”
pen.cs.vu.nl A 192.168.4.2

7 Ju|y 2026 IS 8055556: Data and Computer Communications
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http://www.cs.vu.nl/

(1/2) >n 5N 5w DNS mynivy

telhai.ac.1l 718 M2y DNS-n onmn 7on 7nn -

telhai.ac. A 104.22.27.116

telhai.ac.l A 104.22.26.116

telhai.ac. A 172.67.13.209

telhai.ac.l AAAA 2606:4700:10::6816:1b74
telhai.ac.l AAAA 2606:4700:10::6816:1a74
telhai.ac.l AAAA 2606:4700:10::ac43:dd1
telhai.ac.i NS donald.ns.cloudflare.com
telhai.ac.i NS donna.ns.cloudflare.com

7 July 2026
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(2/2) >N 5N 5w DNS mnivy

telhai.ac.1l 718 M2y DNS-n onmn 7on 7nn -

telhai.ac.il MX 0 telhai-ac-il.mail.protection.outlook.com

telhai.ac.il SOA  primary name server = donald.ns.cloudflare.com
responsible mail addr = dns.cloudflare.com
serial =2375632327
refresh = 10000 (2 hours 46 mins 40 secs)
retry =2400 (40 mins)
expire = 604800 (7 days)
default TTL = 1800 (30 mins)

. A 52.101.73.4
telhai-ac-

il.mail.protecti A 52.101.73.30
on.outlook.co A 52.101.68.36
m A 52.101.68.39
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DNS »vwv

Root server K in Amsterdam, Holland I C A N N

(Wikipedia)
MYOYN NN ONNNNI DOVNY NN Y IININK [CANN

DYIYN N9 DY 9599w DNS ww r>nvw 13
DYV NN DYDNIN DINNNY OMNIN 12
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(DNS) n9van napa

NMPN NNINA DVNMYN 12 7NN 8-n wpa IANA-nD 50D 11) 1998 N
Network ) 27DIX ndHwnn Sv vnvn 01pna TANA Sy vvwn oy H9annnd
(122737, )19 Solutions, Inc.

(1) DNVIYI NITND IMN NI NPYTA N MY YO DV °
[ANA Sv Tpann nx noapn) N7 ICANN — 1998 720VaD  »

From http://www.postel.org/pr.htm: Photo by Irene Fertik, USC News Service. ©
1994, USC. Permission granted for free use and distribution, conditioned upon
inclusion of the above attribution and copyright notice.
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(2015) ©5wN *anva DNS »v v

Leaflet | Map data ® OpenStreetMap contributors
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(2016) ©5wvN *aN9a DNS »w W
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Leaflet | Map data © OpenStreetMap contributors
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(2018) ©5wvN *ana DNS »w W

75 99 2
10 o
52
60 34 25
3 2
15 2 '
2 1 30

9 25

16 9

? o :
34 = 6
25
8
o 17

1"

Leaflet | Map data © OpenStreetMap contributors
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(2019) ©5wN *anya DNS »v v

Leaflet | Map data © OpenStreetMap contributors
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(2021) ©5wvN »an9a DNS »ww

Leafiet | Map data © OpenStreetMap contributors
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(2022) ©5 N »an9a DNS »ww

4/

Leaflet | Map data © OpenStreetiap contributors
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(202 3) ©5wN *>anya DNS »v v
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(2024) 05N *>anya DNS »v v

¥

Leaflet | Map data ® OpenStreetMap contributors
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(2026) ©5wvN anN9a DNS »w W
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S5Nw a DNS »wawv
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DNYYY oMNNN DNS

DMNINY MI2N T Dy OYp3MnNN 1,437 Top Level Domains (TLDs)
(2026 °57) DMV

mMMpPY OMwvn Registrars 0”019 DMWY °

: TLD nmyo o

TN ND 29D N1 9 YPOY 1IN 299
.org, .ac.il, .edu, .co.uk - us, il, .ca, uk bike, .clothing, *
.plumbing
) oY >9)

XN--1QQW23A m»0 -
XN--3E0B707E moaxop
XN--45BRJ9C m1y

1nfo, .xyz, .center, .cards
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DNYYY oMNNN DNS

: THNONY MV TLDs

.edu .com
-5 20) Educause »y bm.J)D ° YNPIIIND NN TIVN 7Y DN °
(Verisign 172N T 5Y SN Ny .

Verisign

(2026 55Y) DINNN PN 164

DN, 1l
ISOCH > 5y 5NN - VITVYND TIVON T HY 5N o
(2025) DXNNNN PN 8 * [SOC »onvn

(2025) OMINNN GON 289
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TLD y2 onnn mny maoann

Data source: Domain Name Industry Brief Q1 2026

Domain Names (Millions)

.com
.cn
.de
.net

m.org

m.uk
42% Xyz
top

.br

.au

fr
.eu

.uk

39, org g i E = Other
3% 1’ :
3% 5%

(https://www.dnib.com/articles/the-domain-name-industry-brief-q1-2026)
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Network Address Translation nva NainNos 0NN

2212)0 112 NPTIN» 1N IP M2now nNINn IR MAVD .y o

10.0.1.15
/ \71.69.210.246 Internet
10.0.1.13 NAT
NAT Port
10.0.1.12\

10.0.1.14 10.0.1.14
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r 2 NPV NIAIND

TV NPHIY NPTIND XD TP Mo nno ) o
TO2 INPINY DX2ANIN

IP 5w ©%pN2 770N 70079 DN 3 e

10.x.2x.x: A DPONN IINA —
172.16.x.x-172.31.x.x :B npbnn amNa —
192.168.x.x : C nponn 9Na —

| Image source and © : https://www.needpix.com/photo/916617/
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(NNY5w) NAT nnnann

: 720N Oy 122V NN NAT amy e
(Client IP){Client Port){(NAT ID)

: VAN NMIRNPY NN DY TN TONN
MM NV NINN TINA NN DV VNIM [P-N NN NN vaN .1

NAT NN 0y MPoN VN9 NN GINN : NNVIRNN NNV NINRNNDI OX .2
(V9190 NN NAT NN MNNNN ODIYD) 92D NXPINY

NN PONM WIN NAT NN D8P : DINNN NNIYW INNNDI XY OX .3
NN NIV VO

ov IP-n n2yno oy Nown S IP-N n2ynd nX 9onn ,0pn oon 4
mhphry
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(M>ap) NAT nnmnn

NYIY NI NINIY THIVYN DMINON °

N3N) N9 NHaVa NAT NNYID TV VNON NN YN —
(MNovy NAT

TV N2IND DN GONN : MIRND NNY NINNND) OX —
NN NDAVN DYDY VNN

MINN NN DXPNIN : NNIRNND NINY NINNNDI KD ONX —

NN IYINRD MPT 2-3INN NN N2AVN MY °
NOYN
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NAT: Network Address Translation

NAT translation table .
2 NAT roufer AN side addr _|LAN side addr o atanom 1o
changes datagram
source addr from | 130:76-29.7,5001 |10.09.1, 3345 128.119.40.186, 80
10001,3345t0 |’ —T -

updates table ,

—
@ 5:138.76.29.7, 5001 | /
10004 .

D: 128.119.40.186,80 |

D"

138.76.29.7, 5001, S 10001 3345 j
D: 128.119.40.186, 80

7 ,
138.76.29.7 " 5:128.119.40.186, 80 _@
I ,, :10.0.0.1, 3345
[ S: 128.119.40.186, 80 _@ , II( J)
1 138.76.29.7, 5001 e
D 2.7, 4. NAT router =g 10003

3: Reply arrives chan
. ges datagram
f§§T° gdzdresséoo 1 dest addr from
.76.29.7, 138.76.29.7, 5001 t0 10.0.0.1, 3345
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NAT Sv m»nann

D292 DXAYNN YT DY INTOY XINAD OINN P IVIRND  °

219707 N2V DNNY D10 DIXNIND DY P IYP NNY D9 N\ININ DONIND —
MDNN NN DI M9 2IWNN TYUNI P DAONNN DM

(NN NPO) YN NN D o> Tpanny NAT »am o> —

: DYNIAN OXTPANA MY 213> NAT am

NYIN D177 NN LVWAY

DYINNRD NVIN IR POND »

DYONIY MO NI2IY NYNN DIVIY INY ONOP
TYIND N TNNRY o

NYPY NN MNDYD DY 12)HNND
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NAT S5v nmaon

/ TN D DY MON : 0P WX IP M2no 5w wTnn 21nov

NN OYW NP0V PV | | 351 ooy mimipna TP mams vanh oann s
N9 NAT-w yom» ,nnnTd o | [ (0IPI0MI20 Y70 NPND 7NN 151) \NIX NIV

NNANIN NNN DY 2V TIAY TINN DY 8N 190N NN NNWHY Ny
[P-n 1215 5y Y11 M550 -7 TIY DN WTNN AWND/RTNY D) DAdN *
Checksum

21210199 05 DY TIAY’ NN KD
NPIONN DX 20YN wNINN NAT onany nyTo 10708 nMpo ©

IPV6 DV N1INRND NX ONN
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