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Transmission Control Protocol (TCP)

NTYW NIPA NPIVINON

NN 1IN OMIN) NPT NNV NN XIND DIPIVINON
9702 0N NDIIT NNV NPIDN ,NPNDN - °

M0 955 1PN, 0993 0 : (Full Duplex) »o-y7 °

YTNN NIPIAY NNONRN NIPAD ONONIND °

(ports) ©*VNM0 oy T ,UDP M5

TCP/IP 8993355 ,7252 [P »2) Dy o>na
1980 Mwa NY PN

24 June 2025 IS 8055556: Data and Computer Communications



NxpPo N8pn TCP 570

DY212°¥0 DD NVY TR MNIY NMIPNN NMONNI VIDdIWN  °

N NDY YOopPn — Segment

NN/

P Sender P Receiver
Se nd Bffefs Re< eive Buffers
24 June 2025 IS 8055556: Data and Computer Communications 4



YOPNN NN

DOXT °
SYN —
FIN —

RESET —
PUSH —
URG -
ACK —

0 15 31

Source Port Destination Port
PN LN TY VN

Sequence Number Y1 7901

Acknowledgement nYap MWIN

HL |0 |Flags Advertised Window
Do) T DOMNMN NON
Checksum Urgent Pointer
PINT YI8N

Options (variable) moaoIn

Data 0’5

24 June 2025

IS 8055556: Data and Computer Communications 5




NYASY-NON T NNONY

Active participant
(client)

Passive participant
(server)

24 June 2025

IS 8055556: Data and Computer Communications 6



TCP Sv 0»xaynn NN

starting poimnt
CLOSED
i - I i
]
!
appl: passive open :
send: <nothing> :
)
timeout _
send: | RST LISTEN

passive open

oy recv: STYN v ooty appl dose
(“ i H}}. send: SYN, ACK SYNSENT ) ar timeout
Mo simultanenus open active open
T
-l'i:"} '\ﬁ-ﬁr-.
I:"lﬂ-':- \Iﬁfr
Rt
J_.‘r?}‘
AN | ————————
appl: [ close } recv: FIN | .
send: | FIN STABLISHED -y -{ CLOSE_W(: "L}T)
24 June 2025 IS 8055556: Data and Computer Communications 7



TCP Sv 0»xaynn NN

e e —— . — -

appl:| close

recv: FIN
send: | FIN STABLISHED o em e m I...@LD-:;E Wi m")

send:

data transfer srar.ﬂ

appl:jclose
send: : FIN

1
¥ simultaneous close | ' ACK
- | recv: AC
(FIN_WAIT I — d w}.. »{ CLOSING ) : (( LAST_ACK ;5"“ =i
i I s .|
L. »n [ passive close
recv:jACK RN recv: |[ACK :
send:<nothing> ?ﬁ? N/a send: | <nothing>
N I
|
|
|
I

(Fm WAIT 2

artve rlnse

24 June 2025 IS 8055556: Data and Computer Communications 8



TCP Sv 0»xaynn NN

starting point
{ CLOSED )

timeout

send: | RST

g N———

]

!

appl: passive open :
send: <nothing> :

)

appl:
send: | FIN

FIN_WAIT _1

ACK
<nothing=

{ FIN_WAIT 2

recv:
send:

I |

- simultaneous open

send: SYN, ACK

STABLISHE
data transfer state

simultaneous close
CLOSING }

ACK
<nothing>

recy:
send:

recv: FIN |

send: rT( . K

F-———===-
|

-8 CLOSE_WAIT

1
appl:gclose
.».x-nti:ll-'] N

LAST_ACK

passive close

: appl: close
or timeout

9
I
I
I
I

, recv: ACK
: send; <nothin 2>

TIME wArr:}
ZMSL timeput

active clnse

U

24 June 2025

IS 8055556: Data and Computer Communications



DYDNT NV

URG A\

DXNNT OINM W NDIWWH @

SYN

FIN

RST

PSH

URG | ACK

1 -

Urgent Pointer =100

Byte #

0

100

101

500

Urgent
Data

0"IN1]
D'INN

X Ay apnn ovw TCP-n e
MOYTYA MMNPIVIND DININ

1))

~=p PUSH

N2IYD NOVIIP DOXNN) NO

PUSH 1220 9710 nbwn
yOoPNI

: NN

NN NOW NN v TCP-N
MNIYN XRD) TN OMINNIN

-2 P XY TY NMHONNAI
(MTU

nx Now Japnn v TCP-n
NOD YN PISPIOIND OMNMN
MONNI NPNY

24 June 2025

IS 8055556: Data and Computer Communications

10



TCP 5apnmy now

TCP apn

DIV 7Y VIP NIDNN P1INN
9701 OO OXNA PHY NN DW»N *
aw = (bsize — filled) o191
VI 2N MN1AY DONAN NOND

702 IYINVY OXNIN OINN PN
(ackBytes)

952 aw-) ackBytes by 2%mn

oY

NHDNNI DIPN PN ,aw=0 DN *
22PN

2’9010 DN DY DDD TITANOWY e

TCP now

NNYDY NMIONN P13NN

WY TY DION NIV DIV
X VPO NNHONNI DIPN
D NAN

NN YONNRND NVINN ION
YTY DY IR DNV TY DN
paiplaly

NN OPY DT NN PN
NPT

DTN DY WaAVN aw

24 June 2025

IS 8055556: Data and Computer Communications

11



DOMM NON DY NOVIVA MINPNIVIN

llustration of Window Advertisement

Sender Events Receiver Events

+4— advertise window=2500

p——

—

send data octets 1-1000 —fa—"

send data octets 1001-2000 -\

sk ~‘\’_.. ack up to 1000, window=1500
o il — ack up to 2000, window=500
— ack up to 2500, window=0

receive ack for 2000 —f=—"

receive ack for 2500 —j=—

— application reads 2000 octets
_—+4— ack up to 2500, window=2000

e

receive ack for 1000 ="

L

—
i
——
—
S

send data octets 2501-3500 —
send data octets 3501-4500 ..\9
\(\)— ack up to 3500, window=1000

e
e

e e — ack up to 4500, window=0
receive ack for 3500 —=—
receive ack for 4500 —je—"" . application reads 1000 octets
__—t— ack up to 4500, window=1000
receive ack for 4500 =" Image Source: Chegg.com

https://media.cheggcdn.com/media/2c5/2c5cc97c-eb97-4376-
b57d-0257161bf650/php3ADfPM.png

24 June 2025 IS 8055556: Data and Computer Communications 12



N TV

TCP -
MTION T NVND —
VTN NP2 —
PATONPIVINS o
ICMP —

24 June 2025 IS 8055556: Data and Computer Communications 13



TCP-2 w1)n NP2 NN NP2

YTNN NIP2 DO NI NP °
(aw) NANM 79N JaPNN DY NN NN NP2 °
AN 9N NHYAN DY DN WTNN NIPA °

TCP-awtian nIpa °
12190 NP /7 THNION MDY °
MOUXNR NONNN °
NN MYVIRN PN NN NDY  °

24 June 2025 IS 8055556: Data and Computer Communications 14



UDP-2 nnody iy TCP-a nndy

— 200000
|
|
‘ || — 100000
|
|
|
|
||
Legend: u
---- UDP Sending |
----TCPSending II'lll'l'l'l'l"'I'I'I'I'I'I'I'I'I 0
6.0s 8.0s 10.0s 12.0s 14.0s 16.0s 18.0s 20.0s 220s

24 June 2025

IS 8055556: Data and Computer Communications 15



TCP-a2 7N NOHNNN

29971 PNIONN DTND CW DN DNNN) DX °
NONN D2 NNYOWA D>ANN NN DY
DNIIYY DY OIDY NNIN ,NNN N2
nvIn Dy

NITHN YT DY "ORD” PPN ,D1pNa
(D¥N2 576 DIDON) DIWOLPN CW=2

290 D71, ACK MUYINRD WD IUND °

CW NWYND) IVIRY NIDYANT NIND ———

(RTT 55 5951 ——

N OWIN NY ACKs-v Ty 70 Twnn ©
DO NP NIPAY TY
SWS=min(cw,aw) *

A

i

0
i
i

il

24 June 2025 IS 8055556: Data and Computer Communications 16




N)YNNA NPVIN NYNNN

Fig. 2. Exponential growth of congestion window during slow start phase (Wang et al., 2014).
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Sangtae Ha, Injong Rhee, and Lisong Xu. 2008. CUBIC: a new TCP-friendly high-speed TCP
variant. SIGOPS Oper. Syst. Rev. 42, 5 (July 2008), 64—74.
https://doi.org/10.1145/1400097.1400105
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https://www.noction.com/blog/tcp-transmission-control-protocol-congestion-control
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Figure 4: Results for each of the schemes over a 15 Mbps dumb-
bell topology with n = 8 senders, each alternating between flows
of exponentially-distributed byte length (mean 100 kilobytes)
and exponentially-distributed off time (mean 0.5 s). Medians
and 1-o ellipses are shown. The blue line represents the effi-
cient frontier, which here is defined entirely by the RemyCCs.

https://web.mit.edu/remy/TCPexMachina.pdf

TCP ex Machina: Computer-Generated Congestion Control

An Experimental Study of
the Learnability of Congestion Control

Remy is a computer program that figures out how computers can best
cooperate to share a network.

Remy creates end-to-end congestion-control algorithms that plug into the
Transmission Control Protocol (TCP). These computer-generated
algorithms can achieve higher performance and greater fairness than
the most sophisticated human-designed schemes.
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|ICMP: Internet Control Message Protocol
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No. Time Source Destination Protocol Length Info
155 22.572657000 10.0.0.3 64.233.166.160 ICMP 106 Echo (ping) request 1id=0x0001, seq=44/11264, ttl=1 (no response found!)
.573156000 .0.1 ICMP 134 Time-to-live exceeded (Time to live exceeded in transit)
157 22.627346000 10.0.0.3 64.233.166.160 ICMP 106 Echo (ping) request id=0x0001, seq=45/11520, ttl=1 (nho response found!)
22.628191000 .0.138 .0.0.3 134 Time-to-1live exceeded (Time to live exceeded in transit)
159 22.628941000 10.0.0.3 64.233.166.160 ICMP 106 Echo (ping) request 1d=0x0001, seq=46/11/76, ttl=1 (ho response found!)

{1

= Frame 155: 106 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface 0

= Ethernet II, Src: Dell_e6:7f:66 (44:a8:42:e6:7f:66), Dst: D-Link_75:8a:ab (00:22:b0:75:8a:ah)
@ Internet Protocol Version 4, Src: 10.0.0.3 (10.0.0.3), Dst: 64.233.166.160 (64.233.166.160)
= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0xf7d2 [correct]
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (0x0100)
Sequence number (BE): 44 (0x002c)
Sequence number (LE): 11264 (0x2c00)
@ [No response seen]
= Data (64 bytes)
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